
Prohibited Background Applications and Programs 
 
12VPN 
Adobe Connect 
AetherPal 
AIM 
AirVPN 
Alfaview 
Ammyy 
Annonymizer 
AnyDesk 
AnyMeeting 
AnywhereTS 
Apple Remote Desktop 
Apple Remote Software 
Apple Screen Sharing 
AppliDis 
Asana 
Astrill 
AT&T Connect 
Banana-VPN 
BeAnywhere 
BigBlueButton 
BlackBerry Messenger 
Blacklogic 
Bluejeans 
BolehVPN 
BT Guard 
Buffered VPN 
CactusVPN 
Cendio ThinkLinc 
Chrome Remote Desktop 
Cisco WebEx 
Citrix XenApp/Presentation Server/MetaFrame/WinFrame 
Conference XP 
ConnectWise 
ConnectWise Control 
CryptoStorm 
CyberGhost 
DameWare Remote Everywhere 
Discord 
eBuddy XMS 
Element 
Ericom Connect 
ExpressVPN 
Facebook Messenger 
Facebook Messenger Rooms 
FoxyVPN 
Free2SurfVPN 
Fuze Meeting 



Gadu-Gadu 
Genesys Meeting Center 
Ghostpath 
Glance 
GO-Global 
Google Hangouts 
Google Meet 
GoToAssist 
GoToMeeting 
GoToMyPC 
GoTrusted 
Goverlan Systems Management (Goverlan Reach Remote Control) 
GoVPNGo 
Goverlan 
GTS-VPN 
HappyVPN 
HCL Sametime 
Hide.me 
HideIPVPN 
HideMyAss 
HighSpeedVPN 
Hike Messenger 
Hotspotshield 
HP Remote Graphics Software (RGS) / ZCentral Remote Boost 
IBM Director Remote Control 
IBM Sametime 
ICQ 
iMeet 
iMessage 
IMVU 
I'm InTouch 
InterCall Unified Meeting (IUM) 
Internetz.me 
IPVanish 
IRC (protocol) 
IronSocket 
ISL Light Remote Desktop 
Ivacy VPN 
Jami 
Jitsi Meet 
Keypard 
Kik Messenger 
KRDC 
LeafyVPN 
Line 
Lifesize 
Livestorm 
LogMeIn 
ManageEngine Remote Access Plus 
MicroVPN 



Microsoft Live Meeting 
Microsoft Remote Desktop 
Microsoft Teams 
Mikogo 
Mullvad 
MXit 
Netop Remote Control 
NetSupport Manager 
Netviewer 
NordVPN 
Norton WiFi Privacy 
NX technology (NoMachine) 
omNovia Web Conference 
OpenMeetings 
Open VPN 
Oracle Secure Global Desktop Software/Sun VDI 
Overplay 
Paltalk 
Parsec 
Perimeter 81 
PowWow365 
PrivateInternetAccess 
PrivateWiFi 
Proxpn 
Proxy.sh 
Proxy Networks 
PureVPN 
QVD 
Radmin 
rdesktop 
RealVNC Connect 
Remmina 
Remote Desktop Manager 
Remote Utilities 
RemotePC 
RTC 
SaferVPN 
ScreenConnect 
Sh3lls 
Shellfire 
Signal 
SimpleVPN 
Skype 
Skype for Business 
Slack 
SlickVPN 
SmallVPN 
Snapchat 
SolarWinds Wake-on-LAN Tool 
Speedify 



Splashtop 
SSH with X forwarding 
StarLeaf 
Steganos 
StrongVPN 
Suissl 
Sun Ray/SRSS 
SunVPN 
Surfshark 
SwissVPN 
SwitchVPN 
Symantec pcAnywhere 
SysAid 
TeamViewer 
Techinline 
Telegram 
Tencent QQ 
Teradici 
Thinc 
Timbuktu 
TigerVNC 
TightVNC 
TorGuard 
TorrentPrivacy 
TrueConf 
TunnelBear 
TurboVNC 
TUVPN 
UltraVNC 
UsalP 
UTunnel VPN 
VenueGen 
VersaVPN 
Veyon 
Viber 
VideoMost 
Vinagre 
VNC Server 
VPN.ac 
VPN4all 
VPNaccounts 
VPNace 
VPNGeeks 
VPNintouch 
VPNPrivacy 
VPNReactor 
VPNSecure 
VPNTunnel 
VyprVPN 
WaselPro 



Webex 
WeChat 
WhatsApp 
Windows Live Messenger 
WizIQ 
WorldVPN 
X11vnc 
X2Go 
x2x 
Xfire 
XMPP (Protocol used by multiple clients) 
Xpra 
Yahoo! Messenger 
Yuuguu 
Zoho 
Zoho Assist 


